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My journey

From the guy that said NO… to the person that  facilitates YES

Architect, Policy 
Scribe & Risk 

Manager

Security & 
Compliance 

Director
Product Manager Cyber-Physical 

Specialist CTO/CSO/CISO

Hacker & Entrepreneur Researcher Field Engineer & Cyber 
Instructor Consultant

Innovator, “Herder of Cats” & Trusted Advisor
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Based on my technical paper - Corporate Identity Fraud: Life-Cycle Management of Corporate Identity Assets

Original Premise– “2006”

Corporate Identity Fraud
It can be defined as the 
abuse of traditional and 
nontraditional identity assets 
with the intent to divert, 
deceive or defraud 
consumers.
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Trademarks and Brands
These are traditional 
corporate identity assets. 
Trademark enforcement 
and brand protection 
programs are governed by 
legal precedence and 
legacy business procedures.

The Litmus Test
Asking yourself, “Is it 
actionable?” These mature 
practices are based on very 
narrow criteria. 

https://www.giac.org/paper/gsec/4690/corporate-identity-fraud-life-cycle-management-corporate-identity-assets/108048
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Corporate Identity Fraud II: 15 years later

Purpose: 

Container adoption

To assess how the practice or corporate identity asset 
protection has matured and if organizations are 
prepared for the world of software defined everything 
nation state threat actors and coexisting with the 
Internet of dangerous things. 

SANS Link - https://www.sans.org/white-papers/corporate-identity-fraud-ii-future-fraud-today/

https://www.sans.org/white-papers/corporate-identity-fraud-ii-future-fraud-today/
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Digital (Identity) Assets

Corporate Identity Assets (2006) Organizational Digital Asset (2021)

• Trademarks/Service Marks/Logos

• Domain Names & Email addresses

• SSL Certificates

• Cryptographic Keys/Digital Signatures

• IP Address Space

• Vanity Phone Numbers

• Online Forum Identities

• Personal Identities of Key Human Associates

• Social Media Accounts (professional & personal)

• Usernames & Passwords

• Cloud Conferencing Platforms

• Blockchains, Crypto wallets and Smart Contracts

• Personally Identifiable Information

• GitHub/Software Repositories

• ASN’s, BGP Peering Tables, and Routing Paths

• Abandoned or Doxed Artifacts 

What are they? What are they worth? Who could be harmed? Who is responsible? 

#1
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Digital Identity Fraud (DIF) 
The abuse of digital identity assets executed via one or more electro 
magnetic communication medium with the intent to divert, deceive, or 
defraud identity stakeholders
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Transformational Trends

Something wicked this way comes
Chaos breeds opportunity: Marketing, security, and operations can join forces to “turn the tables” 
on their adversaries by becoming hard targets 

Transformational trends in mobility,
compute, and social media conspire to make organizations 

more vulnerable

Wicked Problems:

• Growing number of unmanaged digital assets
• Hidden dependencies
• Asymmetric nature of “cyber”
• Colliding domains

• Unique Opportunities:

• Adopt a holistic lifecycle management of  
     digital assets
• Leverage latent capabilities
• Protect what matters the most



8

What’s in your threat catalogue?
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• Threat catalogs are basically a list of “bad 

things” that have or could happen to an 

organization

• Organizations should use threat catalogues in 

their risk assessment and treatment practices

• Some Threat catalogue items to consider:

Ø Extortion

Ø Multi-Domain DDoS, Ransomware, 

Sabotage/Quality Control (poisoning)

Ø IP Theft & Data Loss

Ø Nationalization of Assets

Ø Market, Consumer & Voter Manipulation
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The Curious Case of Mr. Pink
Threat Assessment and Response
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Cyber Extortion Observations

• Targeted
• Sophisticated, automated, and 

outsources (aka G-commerce)
• Evolving, morphing, and 

increasing
• Demands exceeding $1 million
• No gas for you & “where’s the 

beef?”

Now: 

“Paying ransom will not ensure your data is decrypted or that your 
systems or data will no longer be compromised. CISA, MS-ISAC, and 
federal law enforcement do not recommend paying ransom.”

• SPAM
• Basic Tactics
• Easily spotted indicators of BS
• “Perfect crimes”

Then: 
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Pharming, Phishing, Smishing, and Whaling… oh my

Phase 1 Phase 2 Phase 3 Phase 4
Manipulating the 
employee- social 
engineering- 
employee/customer/mark

Picking the victim-- 
Recon

Employee reaction– do 
something.. Now!

The impact– Catch me 
if you can

“Serious adversaries innovate then others imitate and industries automate.” €1.1 billion

CEO Fraud
(aka business email 
compromise 2018)

“This type of cyberattack –targeted at companies’ employees – has been increasing steadily during the 
last year. The ‘CEO fraud’ can affect any type of company, from small family businesses to large 
multinationals and it is essential to understand how it works in order protect companies from it” 

– Ana Gómez Blanco



Anatomy of Fraud

Sender/
Fraudster/

Criminal

Message via 
medium, 

“You need to 
do 

something!”

Receiver/
Target/
Victim

1st Contact!”

2020: BEC scams ($1.8 billion in losses), romance scams ($600 million in losses), and investment fraud ($336 million)

2022: Investment fraud (~$3.3 billion in losses), BEC scams (~$2.7 billion in losses), and tech support (~$807 million)

Go to https://Ic3.gov to learn more!

https://ic3.gov/
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• Email

• Caller ID

• Web pages

Deep Fakes & Anti-Social Behavior

“What are the roles of 
Morals, Ethics and 
Regulations in regards 
to the Safety, Security 
and Privacy of the 
intended human 
beneficiaries?”

A threat to humanity?

Spoofing then:

• Real and fabricated “leaked” 

artifacts

• Voice

• Video (the final frontier)

• Anti-social media, algorithms, and 

AI’s (we will make good pets)

Deep fake:

• High-profile Twitter hacks

• Hacking humans/social 

engineering (confirmation bias, 

cognitive dissonance, loss 

aversion)

• Insurance, unemployment, and 

IRS fraud on the rise

• AI’s playing the stock market

• Swatting and flash mobs (aka 

human botnets)

Trending:

Poisoned Pipelines, Organized Retail Crime, AI Enhanced Deception Services [WORMGPT]
Takedown as Entertainment? YouTube @ScammerPayback
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Modelling Digital Identity Fraud 
& Testing Controls
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Sender/
Fraudster/
Criminal

Message via 
medium, 

“You need 
to do 

something!”

Receiver/
Target/
Victim

1st Contact

Threat CataloguePersona’s
(Actors w/Context)
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Evolution of TLDs & gTLDs (aka expanding attack surface)

• How many specific domains are 
there?

• ~500 million
• How many specific dot COM 

domains are there?

• ~300 million

"Even beyond the financial 
toll the gTLD program will 
exact on millions of U.S. 
businesses, the Association 
believes that ICANN’s 
program will confuse 
consumers by spreading 
Internet searches across 
hundreds or even thousands 
of new top-level domains."

https://www.internetx.com/en/news-detailview/the-
history-of-the-domain-name-industry/

https://whoisfreaks.com/pricing/whois-
database/tld.html ($4K to $9K since Dec for dot com)

In a statement to the US Congress on December 9, 
2011, National Restaurant Association vice president 
Scott DeFife stated

https://en.wikipedia.org/wiki/Generic_top-
level_domain

https://whoisfreaks.com/pricing/whois-database/tld.html
https://whoisfreaks.com/pricing/whois-database/tld.html


16

But wait, there’s more…

• Google Announces 8 New Top Level Domains Including One For Lawyers

The eight new gTLDs are:
.dad
.phd

.prof

.esq

.foo

.zip

.mov

.nexus

You Get This >

https://financialstatement.zip/ 

https://www.searchenginejournal.com/google-domain-registrar-new-tlds/485971/
https://financialstatement.zip/
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Riddle me this…

• How many gTLDs/TLDs are there? A Sh*T TON
• How many subdomains named “status” exist across all 

gTLDs/TLDs?  < “A Sh*T TON”
• Pick 1 (example: HACME.COM)
• Are there any interesting observations or shared attributes 

across the dataset?
• Can these observations be used to identify (hidden) 

dependencies that can be exploited?
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Sneak Peek -
Future Shock: 
Supply Chain 

Smoking



Don’t Pay to Play

The heroes of the day at Tranco:

l Victor Le Pochat, Tom Van Goethem, Samaneh Tajalizadehkhoob, 
Maciej Korczyński and Wouter Joosen

l https://tranco-list.eu/  

1911/11/23

https://tranco-list.eu/


Tools (1821 / 20000)

l Use bash and cURL?
l Use bash and host?
l Use Ffuf, don’t reinvent the wheel 

2011/11/23



The Success Stories

2111/11/23



The informative…

2211/11/23



The Strange

2311/11/23



2411/11/23
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Reasonable Response

• Global Asset Registry

• Holistic Risk Register & 
Governance

• Operationalize to Protect, 
Detect, Respond & Learn

“Remove discretion, make it 
easy to do the right thing 
and hard to do the wrong 

thing!”
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Don’t panic!
It’s inevitable, so plan accordingly. 


